Cryavjckv nporpam: MpexHo 1 cohTBEPCKO MHXEHEPCTBO

BpcTta n HnBo ctyamja: MacTtep CTpyKoBHeE CTyauje, Apyrn cteneH

Ha3uB npeameta: be30egHoCT pauyHapCcKHX Mpeska

Crartyc npegmeTa :1n360pHu

bpoj ECI1B: 6

YcnoB: Hema

Lurs npegmeTta

Liurb npeameTa je ga ce CTYAEHTM YNO3HAjy ca OCHOBHMM TEPMMHMMA W npoueaypamMa koje ce OfHoce Ha
6e36egHOCT MHOPMALIMOHNX CUCTEMA U padyHAPCKUX Mpexa..

Ucxoa n peamMeTa:

Vcxon npeomeTta je oBnagaBakbe TEOPUJCKMM M NPAKTUYHUM  3HawMMa u3  gomeHa 6e36eaHOCHM
WMH(POPMALIMOHMX CUCTEMA M pavyyHAPCKUX Mpexa.

Cappxaj npegmeTa:

Teopujcka Hacmasa

Y OKBMPY OBOI Kypca aHanuavpaHa Ccy KbydHa nuTawa 06e306e4HOCTM Yy padyHapCkum Mpexama |
MHPOPMALIMOHUM cUCTEMMMA. AHanuaupaHe cy Takofje OCHOBHM 6e3bedHOCHM npobrnemy caBpeMeHUx
payyHapckux mpexa 0a3upaHe Ha VIHTepHeT TexHororvjama v gaT je Mpuka3 TeXHUKa M Kpuntorpadpckmx
npoTokona Kojuma ce HaBefdeHu Ge3benHocHu npobnemu pelsaBajy. PasmaTtpaHu cy TpeHOoBM y 3alwTUTU
payyHapCKMX Mpexa, noTeHuujanHu Hanagu, moryhu HaumHu ogbpaHe, TexHomnorvje 3awTuTe, CTaHZap4HU
Kpuntorpadcku anroputMu, OUrUTanHU noTnuc, aurutanHa edsenona, PKCS craHgapou wm BuwecriojHa
apxutekTypa 3awTtuTte.Takohe cy pasmaTpaHu acnektu ycrnocTtaBe cucTema ynpasibaka WH(OpMaLMOHOM
6e3begHowyy (ISMS - Information Security Management System) y opraHusaumjama Ha 6asu ISO/IEC
27001:2005 mehyHapogHor ctaHaapaa.. lNMopeg Tora, pasmartpaHa cy codpTeepcka, copTBEpPCKO/XxapABepCcKa n
XapABepcka pellera 3alTuTe. Y OKBUPY Kypca ce nocebHO pasmaTtpa MHGpacTpykTypa CUcTeMa ca jaBHUM
krbyyesuma (MKN - Public Key Infrastructure) koja omoryhyje ambujeHT 3a noysgaHy NpuMMEHY eneKTPOHCKOr
nocrioBawa W koja ce Hajyewhe 0a3vpa Ha KOMOMHOBAHO] MPMMEHU ACUMETPUYHUX W CUMETPUYHUX
Kpuntorpadckux cuctema.. Ha kpajy cy pasmatpaHe M HekpunTorpadcke 0e3bedHOCHe KOHTpore Koje
JonpuHoce ykynHom noshany 6e36egHocTu cuctema kpo3 npumeHy: IPS/IDS cuctema, firewall ypehaja, SIEM,
EPS, Web Content filtering, Web application control, Database protection, n gpyrux cucrema.

lpakmuyHa Hacmasa (Bexbe, JOH, cTyanjckm nctpaxmeadku pag)

MpakTMyHa HacTaBa nokpuBa BehMHY Tema Koje ce pa3maTpajy Ha npefaBakbvMa Kpo3 MpPakTUYHM NpUKas
6e3beaHOCHUX MexaHu3ama 1 cucTtema n NpakTUYHOr paga CcTydeHaTta Ha pasBojy ogrosapajyhmx codTBepcku
1 XxapABepckMx Mogyna 3awmuTe Ha 6asm smart kapTuua..
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